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1. Network fundamentals 
2. Basic requirement to establish a network 
3. Twisted pair cable 
4. Straight through cable 
5. Crossover cable 
6. Cabling standards  
7. Process of crimping 
8. Networking Devices  
9. Basics of switch 
10. Basics of router 
11. Basics of firewall  
12. Access points 
13. Endpoints 
14. Servers 
15. 2-Tier Network Topology Architecture 
16. 3-Tier Network Topology Architecture 

17. Spine-Leaf Topology 

18. WAN 

19. Small office/Home Office (SOHO) 

20. Ethernet Shared Media connection 

21. Point to Point connection  

22. Copper cabling 

23. Fiber Cabling 

24. Multimode Fiber Cable 

25. Single Mode Fiber Cable 

26. Concept of Power over Ethernet (POE) 

27. Identifying and troubleshooting Collisions & errors 

28. Fixing Mismatch duplex issues 

29. Finding Speed of an interface 

30. Compare TCP to UDP 

31. On-premises and cloud 

32. Wireless LAN controller  
33. Cisco DNA Center  

34. Broadcast domain and collision domain 
35. Half duplex 
36. Full duplex  
37. Tcp vs udp 
38. IP addressing 

39. Need for private addressing in IPv4 
40. Classes of IP address 
41. network section 
42. Host section 
43. Subnetting 
44. FLSM 
45. VLSM 
46. Basic router configuration 
47. Cisco discovery protocol 
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48. Backup and restore of IOS and running configuration 
49. Password reset 
50. Telnet 
51. Telnet sessions 

52. SSH 
53. Dynamic host configuration protocol (DHCP) 

54. Configure and verify DHCP & DNS within a network 
55. Dora process 
56. Domain name system server (DNS) 
57. SNMP network operations 

58. SYSLOG facilities & Levels 
59. Automatic private IP addressing 
60. Static routing using IPv4 
61. Starting routing with floating routes 
62. Next hop IP method 
63. Exit interface method 
64. Default route 

65. Gateway of last resort 
66. Components of routing table 

67. Codes of Routing Protocols 

68. Prefix 

69. Network Mask 

70. Administrative distance 
71. Hello Packets 
72. Metric calculation 
73. Finding the forward decision of a router 
74. Longest Match 
75. AD value 
76. Metric routing protocol 

77. Open shortest path first 
78. Link state routing protocol 
79. Link state advertisement  
80. Link state database 
81. Database descriptor 
82. Link state request 
83. Link state acknowledgement 
84. Status of neighbor relationship 
85. Single area  
86. ABR and ASBR 
87. Neighbor adjacencies 

88. Point to Point network in OSPF 
89. Ipv6 addressing 

90. Prefix of IPv6 
91. Extended unique identifier 64 
92. Link local address 
93. Global Unicast address 
94. Unique Local address 

95. Anycast IPv6 
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96. Multicast IPv6 

97. IP & various OS 

98. Configuring Static Routing using IPv6 

99. Wireless Principles 

100. Nonoverlapping Wi-Fi Channels 

101. Service set Identifier (SSID) 

102. Radio Frequency - RF  

103. Encryption 

104. Fundamentals of Virtualization  

105. Virtual Machines 

106. Switching 

107. L2 vs L3 

108. MAC address Aging Timer 

109. Learning MAC address 

110. MAC Flooding 

111. Frame Switching 

112. MAC address table (CAM) 

113. Switch virtual interface 

114. Virtual local area network  

115. Native VLAN 

116. Default VLAN 

117. 802.1Q 

118. Trunk Ports 

119. Access Ports 

120. Cisco Discovery Protocol (CDP) 

121. Link Layer Discovery Protocol (LLDP) 

122. Spanning tree protocol 

123. Root Bridge election process 

124. Root port 

125. Designated port 

126. Primary & secondary Root Bridge 

127. Switch port’s Roles and its status  

128. Benefits of PortFast 

129. Providing WLAN access to a client 

130. Configuring Access point and WLC 

131. Accessing WLC via HTTP & HTTPS  

132. Advance WLAN settings 

133. Building WLAN  

134. WLC Management IP configuration 

135. Layer 2 and Layer 3 EtherChannel 

136. LACP (Link Aggregation Control Protocol)  

137. PAGP (Port Aggregation Protocol) 

138. Rapid PVST+ 

139. Per VLAN Spanning Tree 

140. STP and identifying its basic operations  

141. Bridge id in STP 
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142. Spanning tree priority  

143. Spanning tree mac address 

144. Inter vlan routing 

145. Standard access list 

146. Extended access list 

147. Named the trees list 

148. Network address translation 

149. Static network address translation  

150. Dynamic network address translation 

151. Port address translation  

152. Need for First HOP Redundancy Protocol 

153. HSRP vs VRRP 

154. DHCP starvation 

155. DHCP spoofing 

156. Network time protocol 

157. NTP server & client operations 

158. Virtual private network 

159. Site to site vpn  

160. Cisco anyconnect 

161. Dmvpn operation 

162. IP service level agreement 

163. Radius vs TACACS+ 

164. Quality of service 

165. QoS trust boundary 

166. Traffic shaping 

167. Traffic policing 

168. Queuing Method 

169. Congestion management 

170. TFTP/FTP Server’s capabilities 

171. DHCP Snooping 

172. Dynamic ARP inspection 

173. WLAN security WPA, WPA2 and WPA3 

174. Authenticating a WLAN client using a WPA2 PSK 

175. Impacts of automation in network management 

176. Traditional vs controller based Networking 

177. SDN Architecture 

178. Control plane, data plane and management plane 

179. North-bound and South-bound APIs 

180. Cisco DNA center enabled device management 

181. REST API 

182. CURD and HTTP verbs 

183. Chef vs Puppet vs Ansible vs Saltstack 

184. Interpreting JSON encoded data    

 

 

 


